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(54) Apparatus for generating and transferring managed device description file 



(57) In a computer network, processing modules ex- 
change data with a peripheral device using managers 
at the processing module having different management 
protocols and one or more different management proto- 
col agents in a network interface at the managed device. 
Data descriptive of the characteristics of the managed 
device is generated in the network interface in response 



to a request from a processing module manager. The 
generated descriptive data is sent to the requesting 
manager by the agent having the same management 
protocol as the requesting manager and a managed de- 
vice description file is formed from the generated de- 
scriptive data by the processing module manager to 
control the managed device. 
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Description 

The invention relates to networking processing 
modules and peripheral devices in a network connected 
computer system and more particularly to arrangements 
for providing information on the specifications of periph- 
eral devices to processing modules using the peripheral 
devices in a network. 

In networked computer systems, processing mod- 
ules and peripheral devices serving the processing 
modules are connected at different points of a network. 
The network couples the processing modules with other 
processing modules and the peripheral devices re- 
quired to service the processing modules. Each 
processing module includes a manager that manages 
one or more peripheral devices servicing processing 
module applications by sending request messages to 
an agent at the managed device and receiving data re- 
turned Irom the managed device on status and at- 
tributes of the managed device. The messaging through 
the network may be performed using one of several 
available protocols. In exchanging data, the processing 
module application may use one of several different pro- 
tocol models. If the OSI protocol model is employed, the 
CMIP management protocol is used for device manage- 
ment. Alternatively, the application may use the TCP/IP 
protocol model which includes the SNMP management 
protocol for device management. 

U.S. Patent 5,367,635 issued to Neal Bauer et al. 
November 22, 1 994 discloses a computer network man- 
agement system in which a user editable text file defin- 
ing object identifications, object types and the path and 
name of associated executable software is generated 
and sent to a managed node. The user can then invoke 
user defined executable software by sending a network 
command and a user defined object identifier to the 
agent in a managed node. Data can then be sent be- 
tween the user and the user defined executable soft- 
ware at the managed node. In order to manage a net- 
work peripheral device, however, the user processing 
module manager must store information on the charac- 
teristics of the device. The managed device character- 
istics information embedded in the processing module 
manager by the processing module supplier, however, 
* may not correspond to the current characteristics of the 
managed device. As a result, the user executable soft- 
ware may not perform the desired functions in the man- 
aged device. 

U.S. Patent 5,404,532 issued to Wade C. Allen et 
al. on April 4, 1 994 discloses a networked computer sys- 
tem having communication between managers and 
agents in which an event forwarding discriminator in the 
agent program discriminates among events at the man- 
aged device to notify the manager only of significant 
events defined by the manager. The event forwarding 
discriminators are monitored so that if an event forward- 
ing discriminator fails, the agent rebuilds or restores it 
with all its attributes and the manager is notified. The 



reconstruction of important portions of an agent, how- 
ever, does not address the problem of providing a 
processing module manager with the characteristics of 
the agent of the managed device. 
s U.S. Patent 5,278,978 issued to Richard A. Demers 

et al. on January 1 1 , 1 994 discloses an arrangement for 
exchanging data between heterogeneous database 
systems by converting data in a receiving database sys- 
tem in which descriptive information exchanged be- 
io tween a sending database system and the receiving da- 
tabase system. In the event that the sending and receiv- 
ing database systems are dissimilar, the data received 
in the format of the sending database system is convert- 
ed to the format of the receiving database system. While 
is the Demers et al. patent permits conversion of data be- 
tween dissimilar machines, it does not relate to main- 
taining a managed device description file for the pur- 
pose of sending commands and controlling the device 
with respect to its status and attributes in a network. 
20 Managed device characteristics are generally 
stored at the processing module manager in the form of 
a device description file specifying the characteristics of 
the managed peripheral device. The description file, 
generally denoted as an MIB (Management Information 
2S Base), for each management protocol is written in a dif- 
ferent format. In the SNMP management protocol, the 
MIB of the manager uses a syntax ASN.1. The CMIP 
management protocol uses a GDMO having the ASN.1 
syntax but having a different format than the ASN.1 syn- 
30 tax for SNMP. In the event that the processing module 
manager operates under a different management pro- 
tocol than the managed device, access to the data on 
the characteristics of the managed device may not be 
properly parsed by the. processing module manager so 
35 that generation of a managed device description file at 
the manager would not be possible. 

A description file for peripheral device is generally 
supplied with the processing module manager for the 
application and is of the type corresponding the man- 
40 agement protocol of the manager. A peripheral device 
in the network system, however, may utilize another 
management protocol so that the description file at the 
manager is not appropriate for the peripheral device. As 
a result, request messages from the manager based on 
45 the format of the management protocol thereat cannot 
be parsed by the agent in the managed peripheral de- 
vice. Further, changes in the peripheral device may not 
be reflected in the description file supplied to the 
processing module manager from an outside source 
50 and a new peripheral device may be added for which 
there is no description file in the processing module 
manager. 

If the management protocol of the processing mod- 
ule manager is different than the management protocol 
55 of a peripheral device managed by the processing mod- 
ule, data packets between the processing module man- 
ager and the agent of the managed device may not be 
sent with compatible management protocols and the de- 
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scription file at the processing module manager may not 
be in the required syntax. As a result, it is a problem in 
networked computer systems that description files of 
managed devices residing in processing module man- 
agers may not be useful in making queries on the status 5 
and the attributes of the managed device. Neither of the 
aforementioned patents address the problem of ex- 
changing management data between processing mod- 
ule managers and managed device agents in a net- 
worked computer system having various management io 
protocols. 

In one aspect, the invention provides a networked 
computer system in which processing modules and pe- 
ripheral devices serving the processing modules are 
coupled via a network. Each processing module has a is 
manager operating under a predetermined manage- 
ment protocol that manages the serving peripheral de- 
vices. One or more of the peripheral devices has at least 
one agent for exchanging management information with 
the processing module managers over the network. A 20 
generating unit coupled to the at least one agent at the 
managed peripheral device generates data for deter- 
mining a description file of the managed peripheral de- 
vice in a format corresponding to the management pro- 
tocol of the processing module manager using the pe- 25 
ripheral device. The description file generated data is 
sent to the agent of the managed peripheral device. The 
agent receives the description file generated informa- 
tion and sends it to the processing module manager us- 
ing the management protocol of the processing module 30 
manager. 

In one embodiment of the invention, a network ex- 
pansion board couples the managed peripheral device 
tothe processing module manager through the network. 
An agent in the network expansion board that has the 35 
same management protocol as a manager requesting 
description file data receives the request and sends a 
command signal to a management information base 
(MIB) generator in the network expansion board. In re- 
sponse to the command signal from the agent, the MIB *o 
generator returns attribute and attribute value signals to 
the agent and the agent forms and sends one or more 
response messages to the manager through the net- 
work. At the processing module, the manager generates 
a description file which it then employs to exchange in- 45 
formation with and to control the peripheral device. 

In another embodiment of the invention, the net- 
work expansion board includes plural agents, each with 
a different management protocol. The agent having the 
same management protocol as the requesting manager so 
receives the request and sends a command signal to 
the MIB generator. In response, the MIB generator gen- 
erates and returns the description file signals of the pe- 
ripheral device to the agent. The agent then forms data 
messages from the description file signals to the re- 55 
questing processing module manager and sends the 
data messages to the requesting manager using the 
same management protocol as the requesting manager. 



In yet another embodiment of the invention, the 
agent having the same management protocol as that of 
the requesting manager receives the request and gen- 
erates command signals which address the peripheral 
device attributes and attribute values stored in the MIB 
generator. The description file data is retrieved from the 
MIB generator by the agent which forms data messages 
corresponding thereto. The agent then sends the de- 
scription file data messages to the requesting manager 
through the network. Upon receiving the description file 
data, the requesting manager generates and stores a 
description file for use in exchanging information with 
and managing the peripheral device. 

A more complete understanding of the invention is 
described with reference to the following detailed de- 
scription of the preferred embodiment thereof in connec- 
tion with the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 depicts a computer network structure having 
an arrangement of processing modules and periph- 
eral devices coupled to interconnected local area 
networks; 

Fig. 2 is a general block diagram of a network inter- 
face board connected between a local area network 
and a network printer; 

Fig. 3 is a more detailed block diagram of the man- 
aged device interface of Fig. 2. 
Fig. 4 is a diagram illustrating the arrangement of 
an agent between instrumentation and network in- 
terfaces in the network interface board of Fig. 2 ac- 
cording to a first embodiment of the invention; 
Fig. 5 shows an arrangement of the agent and a 
management information base software module in 
the control memory of the network interface board 
of Fig. 2 according to the first embodiment; 
Fig. 6 is a flow chart illustrating the method of pro- 
viding a processing module manager with data de- 
scriptive of the characteristics of a managed periph- 
eral device according the first embodiment of the 
invention; 

Fig. 7 is a diagram illustrating the arrangement of 
an agent between instrumentation and network in- 
terfaces in the network interface board of Fig. 2 ac- 
cording to a second embodiment of the invention; 
Fig. 8 is a flow chart illustrating the method of pro- 
viding a processing module manager with data de- 
scriptive of the characteristics of a managed periph- 
eral device according the second embodiment of 
the invention; and 

Fig. 9 shows an arrangement of agent and manage- 
ment information base software modules in the con- 
trol memory of the network interface board of Fig. 2 
according to the second embodiment. 
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DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

Fig. 1 shows a computer system in which plural 
processing modules and peripheral devices are coupled 
through interconnected local area networks (LAN). Re- 
ferring to Fig. 1, there are shown LANs 120 and 130, 
work stations 101-1 through 101-N, terminals 123-1 
through 123-N, a printer 112, a network expansion 
board 115 at the printer 112, a disk drive unit 105 and 
wireless coupling modules 121 and 131 . Work stations 
101-1 through 1 01 -N are connected to the LAN 1 20 and 
terminals 123-1 through 123-N are connected to the 
LAN 130. The printer 112 is coupled to the LAN 120 
through the network, interface board 115 and the disk 
drive unit 105 is connected to the work station 101-N. 
The wireless coupling modules operate to interconnect 
the LANs 120 and 130. 

As is well known in the art, the arrangement of Fig. 
1 permits each processing module to utilize the resourc- 
es of the other processing modules and peripheral de- 
vices connected to the network although the processing 
modules and the other network resource devices may 
be located in different offices, on different floors of the 
same building or in different buildings. For example, the 
terminal 123-1 can be coupled to the printer 112 and/or 
to the disk device connected to work station 101 -N so 
that the special services provided by the printer 112 and 
the work station 101-N may be utilized by a user at ter- 
minal 123-1 . Coupling of processing modules with other 
processing modules and peripheral devices is per- 
formed by exchanging data packets through the network 
using a standard protocol. The OSI and the TCP/IP pro- 
tocol models in common use permit exchange of data 
among the different apparatus connected to the net- 
work. 

Fig. 2 is a general block diagram of the network ex- 
pansion board (NEB) 115 connected between the LAN 
120 and the printer 112. The NEB 115 provides hard- 
ware, software and firmware that permits a network pe- 
ripheral, such as a printer, to be an intelligent, interactive 
network member that receives and processes data from 
the network, and also transmits to the network signifi- 
cant amounts of data about the peripheral such as de- 
tailed status information and operational parameters. 
The NEB 1 1 5 may also be used to connect other periph- 
eral devices such as facsimile devices, copiers, image 
processors or peripheral devices in which facsimile, 
copying and image processing are combined into one 
unit to the network. 

Referring to Fig. 2, the NEB 115 includes a micro- 
processor 201, a network interface controller 203, a 
flash or electrically programmable memory 205 used to 
control the microprocessor 201 through the network in- 
terface controller 203 and a managed device interface 
209. The microprocessor 201 may preferably be an Intel 
80C188EA-20 8-bit processor, the details of which can 
be found in the 80C186E A/801 88EA User's Manual, In- 



tel p/n 270950-001 , Intel Corp. This processor is an 8-bit 
processor with direct memory access (DMA), interrupts, 
timers, and a DRAM refresh control. Other microproc- 
essors, such as an AMD 80C1 88-20 8-bit microproces- 

5 sor, might alternatively be used. The printer 112 includes 
a device controller 220 and a print engine 224. The net- 
work interface controller 203 is coupled to the LAN 120 
through a cable 211, to microprocessor 201 through a 
line 21 3 and to the flash memory 205 through a line 21 5. 

to The managed device interface 209 is coupled to the mi- 
croprocessor 201 through a line 217 and is coupled to 
the device controller 220 through a line 21 9. 

In the printer 112, the device controller 220 is cou- 
pled to the print engine 224 via a line 226. The managed 

75 device interface.209 allows extensive printer status and 
control information to be exported to NEB 115 and 
thence to an external network node so as to allow pro- 
gramming of many useful support functions. In the NEB 
115, blocks of print image data and control information 

20 are assembled by the microprocessor 201, are written 
into a shared memory in the managed device interface 
209, and are then read by printer controller 220. Like- 
wise, printer status information is transferred from print- 
er controller 220 to the shared memory of the managed 

25 device interface 209, from which it is read by the micro- 
processor 201 . 

In operation, the network interface controller 203 re- 
ceives data and control information from a processing 
module (e.g. 1 01 -1 ) which it may serve via the LAN 1 20 

30 and the line 211 and sends status information on the 
printer 112 to the . processing module using the printer 
through the LAN 120. The managed device interface 
209 transfers print data and control information data re- 
ceived from the microprocessor 201 to the device con- 

35 troller 220 of the printer 112 and transfers status signals 
from the device controller 220 to the microprocessor 
201 . The status signals may include information on tran- 
sient state; on-line, printing; off-line, not printing; engine 
test detected; maintenance program running; in sleep 

40 mode; paper out; printer open; paper jam; no EP car- 
tridge; toner low; U-L feed; load paper; feed paper; 
CaPSL operator call; upper feeder reject; middle feeder 
reject; lower feeder reject; set upper; set middle; paper 
drain; tray full;, page full; 22 LINE ERROR; 40 LINE ER- 

45 ROR; download memory full; working memory full; 
deadlock memory full; job reject; print check; font full; 
engine warming up; external operator call; front card re- 
moval; NVRAM full; hard disk full; memory full; low res- 
olution, can't switch to low; hard disk crash; "please 

so power off"; full paint reject; scale error; duplex reject; 
expansion I/O error; tray trouble; resident ROM: bad for- 
mat; not supported option; no option font; unavoidable 
memory full; service call is active; starting state; going 
offline; going on-line; off-line, not printing, in a menu; 

55 transient, menu finished, return to OFFLINE; panel reset 
requested: SWOFF detected (power down request); re- 
boot system; panel form feed requested; panel form 
feed cancelled; external program test print; test print 
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cancelled; maintenance program done. 

The managed device interface 209 includes a 
shared buffer memory to store data being transferred 
and a control logic un it that directs the flow of information 
between the microprocessor 201 and the device con- 
troller 220 or other arrangements wells known in the art. 
The arrangement of the network interface controller 
203, the microprocessor 201 and the controlled device 
interface 209 provides bidirectional information ex- 
change between the printer 112 and the processing 
module using the printer. Examples of bidirectional net- 
work interlaces are described in U.S. Patent No. 
5,323,393, which describes a network device having a 
bi-directional SCSI interface and U.S. Patent Applica- 
tion Serial No. 08/336,062 (European application No. 
95307708.8 corresponds), entitled "Network Protocol 
Sensor", which describes a network device having a bi- 
directional shared memory interface. 

Fig. 3 is a more detailed block diagram of the con- 
trolled device interface 209. The controlled device inter- 
face 209 includes a shared memory 325, a shared mem- 
ory interlace 320 a shared memory arbiter 305, an in- 
terrupt control register 310 and bus control logic units 
301 and 315. Referring to Fig. 3, the bus control logic 
301 communicates with the microprocessor 201 
through the line 217 and the managed device controller 
220 communicates with bus control logic 315 through 
the line 219. Shared memory accesses from the bus of 
the managed device controller 220 and the bus of the 
microprocessor 201 are routed to the shared memory 
arbiter 305 which determines the priority of the buses 
and permits the bus having priority to access the shared 
memory 325. The interrupt control register 310 also ac- 
cessed through the shared memory arbiter 305 allows ; 
interruption of one of the microprocessor 201 and the 
managed device controller 220 by the other. 

In operation, the controlled device interface 209 in- 
terleaves concurrent accesses of the microprocessor 
201 and the controller 220 by allowing access to the 
shared memory 325 on a first-come, first-serve basis. 
The lower priority unit of the microprocessor 201 and 
the controller 220 is presented with a watt state while 
the higher priority unit has access to the shared memory 
325. In the event of simultaneous access requests, the 
microprocessor 201 is given priority. A large portion of 
the shared memory 325 has a ring buffer structure into 
which the microprocessor 201 writes print data and from 
which the printer controller 220 reads the print data. As 
the writing and reading of data blocks proceeds, the mi- 
croprocessor 201 and the controller 220 update their re- 
spective "put" and "get" pointers to indicate the next lo- 
cation that should be accessed. By comparing the "put" 
and "get" pointer, the writing unit of microprocessor 201 
and controller 220 can then determine the availability of 
memory space and the reading unit can determine 
whether there is data to be read. Contention for the 
shared memory 325 is reduced by allowing the printer 
controller 220 sole access to the shared memory 325 



until its reading catches up with the writing of the micro- 
processor 201 . 

As is well known, the operations of a peripheral de- 
vice such as printer 1 1 2 in servicing processing modules 

5 such as workstations 101-1 and 101 -N through the LAN 
120 are managed from the processing modules. In run- 
ning an appiicatbn, a manager in the processing mod- 
ule exchanges messages in the form of packet data 
units with an agent residing in the flash memory 205 of 

io the NEB to manage the operations of the printer 112 in 
the application. The packet data units (PDU) sent by the 
processing module manager employ a predefined man- 
agement protocol in sending PDUs to the agents resid- 
ing in the NEB 115 and in receiving PDUs from the NEB 

is 115. 

Fig. 4 illustrates diagrammatically the arrangement 
of an agent between instrumentation and network inter- 
faces in the network interface board of Fig. 2 according 
to the first embodiment of the invention. In Fig. 4, there 

20 are shown an SNMP processing module manager 401 , 
the LAN 120, a protocol interface 407, an SNMP agent 
409, a management information base (MIB) information 
generator 411, an instrumentation interface 413 and a 
managed device 112. The SNMP agent 409, the MIB 

25 information generator 41 1 and the instrumentation inter- 
face 413 are instruction code modules stored the flash 
memory 205 of Fig. 2. Fig. 5 illustrates the placement of 
the SNMP agent module 505 and the MIB information 
generator module 510 in the flash memory 205. Also 
.30 shown in Figure 5 are the following instruction code 
modules, which are described in more detail in US Ap- 
plication Serial No. 08/495,172, "Adaptive Network Pro- 
tocol Independent Interface" (European application No. 
(Agent's Ref: 2448730)): Pit, XPL, 

35 MLID, LSL, CNETX, PRETASK, IPX/SPX, SAP, CP. 
SERVER, CRPRINTER, TCP/IP, INTERRUPT, 
TIMERTICK, LPRINTSERVER, DDR CPSOCKET, 
MONITOR, RESIDENT, POST and NIF DATA BLOCK. 
The SNMP agent module 505, when activated, provides 

40 instruction codes that direct the operation of the micro- 
processor 201 to perform the SNMP agent functions and 
the MIB information generator module 510, when acti- 
vated, controls the operation of the microprocessor 201 
through its stored instruction codes. 

45 The SNMP agent module may contain instruction 
codes which through the microprocessor 201 to activate 
the MIB information module 510. When activated, the 
MIB information module 510 generates signals corre- 
sponding to a description of the peripheral device 112 

50 from information stored in the memory 205. Alternative- 
ly, the stored information signals in the MIB information 
module are addressed by the agent which retrieves the 
values of the addressed signals. 

In accordance with the invention, a processing 

55 module manager issues an MIB information request 
which is sent to the agent of the managed peripheral 
device having the same management protocol as that 
of the requesting manager. In response, the agent di- 
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rects the MIB information generator to return the data 
on the characteristics ot the managed device needed to 
construct an MIB file at the processing module manager, 
generates PDUs corresponding to the data returned by 
the MIB information generator and sends the PDUs to 
the processing module manager. Rather than relying on 
a management information base independently sup- 
plied with the processing module as in the prior art, the 
processing module manager in the present invention is 
provided with an up-to-date description file obtained 
from the agent of the managed device for use in query- 
ing the agent on its status and attributes. 

Fig. 6 is a flow chart that shows the operations of 
the microprocessor 201 ol the NEB 115 which are de- 
termined by the instruction codes of the SNMP agent 
module 505 and the MIB information generator module 
510. it is assumed for purposes of illustration that the 
networked coupled processing module manager 401 
operates under the same management protocol as the 
agent 409. An arrangement with another management 
protocol may be used as long as the manager and the 
agent operate under the same management protocol. 
In step 601 , a network connection with the managed de- 
vice SNMP agent 409 is initiated by the SNMP manager 
401 . The manager 401 then generates an MIB informa- 
tion request packet and send the packet to the agent 
409 (step 605). When the agent 409 receives the MIB 
request packet (step 610), it decomposes the packet 
(step 615), generates an MIB information command, 
signal and sends the MIB information command signal 
to the MIB generator (step 620). The MIB information 
generator 41 1 produces and returns the data needed to 
construct an MIB to the agent 409 (step 625) and the 
agent 409 generates the MIB information PDUs respon- 
sive to the returned data and sends the PDUs to the 
processing module manager 401. 

In actual operation, the SNMP agent module 505 in 
the flash memory 205 is activated and the microproces- 
sor 201 operates under control of the agent module 505 
to perform the operations of steps 610, 615 and 620. 
The MIB information generator module 510 is then ac- 
tivated to control the microprocessor 201 to perform the 
operations of step 625 and the agent module 505 is re- 
activated after-the data from the MIB information gener- 
" ator is made available to cause the microprocessor 201 
to receive the data generated by the MIB information 
generator, to form the PDUs corresponding thereto and 
to send the PDUs to the processing module manager. 

Fig. 7 diag ram mat teal ly illustrates the operation of 
the NEB 115 according to a second embodiment of the 
invention. In this embodiment, there is an SNMP agent 
and a CMIP agent for the managed device so that an 
SNMP processing module manager and a CMIP 
processing module manager operating under a different 
management protocols are each provided with MIB in- 
formation to form an MIB description file according to its 
management protocol. In Fig. 7, there are shown an 
SNMP processing module manager 701, a CMIP 



processing module manager 703, a protocol interface 
707, an SNMP agent 709, a CMIP agent 711, an MIB 
information generator 712, an instrumentation interface 
71 3 and a managed device 112. The processing module 

s managers 701 and 703 and the protocol interface 707 
are coupled to the LAN 120. The SNMP agent 709 and 
the CMIP agent 711 are coupled between the protocol 
interface 707 and the instrumentation interface 71 3. The 
MIB information generator 712 is connected to both the 

io SNMP agent 709 and the CMIP agent 711. 

In accordance with the invention, plural agents each 
operating under a different management protocol are 
coupled to the processing module managers through 
the network. An MIB information request from a 

15 processing module manager is accepted by the agent 
operating under the same management protocol as the 
requesting manager and the data provided by the MIB 
information generator is formatted according to the 
management protocol of the requesting manager. The 

20 data is returned to the requesting manager which oper- 
ates to form an MIB file at the processing module. In this 
way, a properly formatted up-to-date MIB file using the 
resident management protocol of the processing mod- 
ule manager is produced for use in querying the agent 

25 of the managed device with regard to status and at- 
tributes. 

Fig. 8 is a flow chart that illustrates the operations 
of the NEB 115 according to the second embodiment of 
the invention. Referring to Fig. 8, a network connection 

30 is initiated by the requesting processing module man- 
ager (step 801 ). It is assumed for purposes of illustration 
that the SNMP manager 701 makes an MIB information 
request (step 805). In that case, the SNMP agent 709 
accepts the request and receives the MIB information 

35 request. If the CMIP manager makes the request, it 
would be accepted by the CMIP agent 711. In response 
to the accepted MIB information request, the SNMP 
manager 709 decomposes the MIB information request 
packet (step 815), produces an MIB information com- 

40 mand signal and sends the MIB information command 
signal to the MIB generator 712 (step 820). The MIB 
information . generator 712 generates and returns the 
data needed to construct an MIB file to the agent 709 
. (step 825). The agent 709 receives the, data from the 

45 MIB information generator, forms the MIB PDUs corre- 
sponding to the data and sends the data to the SNMP 
manager 701 via the protocol interface 707 and the LAN 
120 (step 830). 

As aforementioned with respect to Fig. 5, the agents 

50 and the MIB information generators are instruction code 
modules in the flash memory 205 which control the op- 
erations of the microprocessor 201 of the NEB 115 
shown in Fig. 2. Fig. 9 shows the placement of the agent 
instruction code modules 905 and 910 and the MIB in- 

55 formation generator module 915 in the flash memory 
205. When the agent module is activated responsive to 
the MIB information request of the SNMP processing 
module manager 701 , the microprocessor 201 performs 
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the operations of steps 810, 815 and 820. The MIB in- 
formation generator module 915 is then activated so that 
the managed device characteristics data is transferred 
to the SNMP agent module (step 825). The SNMP agent 
module is then activated so that the microprocessor 201 
forms the PDUs corresponding to the MIB information 
data and sends the MIB data PDUs to the SNMP man- 
ager (step 830). As discussed with respect to Fig. 5, the 
agent either sends command signals to the MIB infor- 
mation generator module 915 which forms and sends 
return signals to the agent 905 or the agent addresses 
the attribute signals stored in the MIB information gen- 
erator 915 and retrieves attribute value signals there- 
from. 

While preferred embodiments of the invention have 
been described, it is to be understood that the invention 
is not limited to the above described embodiments and 
that various changes and modifications may be made 
by those of ordinary skill in the art without departing from 
the spirit and scope of the invention. 



Claims 

1. In a networked computer system wherein a 
processing module manager exchanges data with 
a peripheral device managed by the processing 
module through an interface between a network of 
the computer system and the interface of the man- 
aged device including at least one agent, apparatus 
for providing the manager with a file descriptive of 
the managed device comprising: 

means in the interface coupled to the at least 
one agent and responsive to a request of the 
manager for generating a set of data corre- 
sponding to characteristics of the managed de- 
vice; 

means responsive to the generated data set for 
transferring the data set to the at least one 
agent; and. 

means for generating and sending data packet 
units corresponding to the data set from the at 
least one agent to the manager via the network. 

2. The apparatus of Claim 1 , further comprising: 

means for storing attribute information ol the 
managed device in the interface and wherein the 
data set corresponding to the managed device 
characteristics io formed from the stored attributes. 

3. The apparatus of Claim 2, wherein the at least one 
agent and the manager operate under a common 
management protocol. 

4. The apparatus of Claim 1 , 2 or 3, wherein the data 
packet units are sent from the at least one agent 
using a management protocol determined by the 



manager. 

5. The apparatus of Claim 4 wherein the manager 
comprises means responsive to the packet data 

5 units received from the at least agent for generating 
a management information base corresponding to 
the characteristics of. the managed device. 

6. In a networked computer system including a plural- 
10 ity of processing modules and at least one periph- 
eral device, each processing module having a man- 
ager to manage the at least one peripheral device 
and the at least one peripheral device including 
means for interfacing the network and the peripher- 

15 al device including at least one agent for communi- 
cating with the manager of a processing module us- 
ing the peripheral device, a method for supplying 
the manager with characteristics of the peripheral 
device comprising the steps of: 

20 

sending a request message for management 
information data from the manager to the at 
least one agent in the network interface means; 
generating a set of data corresponding to the 
25 characteristics of the managed device in the 

network interface responsive to the request 
packet; 

converting the set of data to a response mes- 
sage representing the set of managed device 
30 characteristic data in the at least one agent; 

and 

sending the response message to the manager 
via the network. 

35 7. The method of Claim 6 further comprising the step 
of forming and storing a file descriptive of the man- 
aged device at the manager responsive to the re- 
sponse message from the at least one agent. 

40 8. The method of Claim 6 or 7 further comprising the 
steps of: 

storing attributes of the managed device in the 
network interface means; and 
45 forming the set of managed device character- 

istic data responsive to the stored attributes. 

9. The method of Claim 6, 7 or 8 wherein the at least 
one agent and the manager have a common man- 

so agement protocol. 

10. In a computer system including plural processing 
modules and peripheral devices coupled via a net- 
work, each processing module having a manager 

55 for managing one or. more peripheral devices using 
a predetermined one of plural management proto- 
cols and each peripheral device having at least one 
agent associated therewith for exchanging man- 
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agement information with the processing module 
managers over the network, apparatus for interfac- 
ing one of the peripheral devices with one of the 
processing modules for managing the operations of 
the peripheral device comprising: 

means for storing attribute information of the 
managed device; 

means coupled to the at least one agent re- 
sponsive to the stored attribute information of 
the managed peripheral device for generating 
data descriptive of the managed peripheral de- 
vice; 

means for sending the generated descriptive 
data to the at least one agent of the managed 
peripheral device; and 

means responsive to receipt of the description 
file generated data by the agent ot the managed 
peripheral device for producing a set of data 
packets corresponding to the generated de- 
scriptive data and for sending the set of data 
packets to the processing module manager 

1 1 . The apparatus of Claim 1 0, wherein the agent of the 
managed peripheral device sending the data pack- 
ets operates under a management protocol deter- 
mined by the processing module manager. 

12. The apparatus of Claim 10 or 11, wherein the 
processing module manager comprises means re- 
sponsive to the set of data packets corresponding 
to the generated descriptive data for forming a de- 
scription file of the managed peripheral device. 

13. In a computer system including plural processing 
modules and peripheral devices coupled via a net- 
work, each processing module having a manager 
for managing one or more of the peripheral devices 
using a predetermined one of plural management 
protocols and at least one peripheral device having 
plural agents associated therewith, each agent op- 
erating under a different one of the predetermined 
management protocols for exchanging manage- 
ment information with the processing module man- 
agers over the network, apparatus for interfacing 
the processing module with the managed peripher- 
al device comprising: 



questing processing module manager; and 
means responsive to receipt of the description 
file generated data by the agent of the managed 
peripheral device operating under the rnanage- 
5 ment protocol of the processing module man- 

ager for sending the description file generated 
data from the agent to the processing module 
manager. 

w 14. The apparatus of Claim 13, wherein the means for 
generating the data corresponding to the managed 
device characteristics comprises means for storing 
signals representative of attributes of the managed 
device and means responsive to the stored at- 

15 tributes for forming a set of data corresponding to 
the managed device characteristics. 

15. The apparatus of Claim 13 or 14 : wherein the 
means for generating the data corresponding to the 
20 managed device characteristics comprises means 
for storing signals representative of attributes of the 
managed device and the agent includes means for 
addressing and retrieving the attribute signals. 

25 16. The apparatus of Claim 13, 14 or 15, further com- 
prising means in the processing module manager 
responsive to the description file generated data 
from the agent operating under the management 
protocol of the requesting processing module man- 

30 ager for forming a description file of the managed 
device. 

17. In a networked computer system including a plural- 
ity of processing modules and at least one periph- 

35 eral device, each processing module having a man- 
ager to manage the at least one peripheral device 
operating under one of plural management proto- 
cols and the at least one peripheral device including 
means for interlacing the network and the peripher- 

40 al device having plural agents associated therewith, 
each agent operating under a different one of the 
predetermined management protocols for commu- 
nicating with the managers of the processing mod- 
ules using the peripheral device, a method for sup- 

45 plying the manager of one of the processing mod- 
ules with characteristics of the peripheral device 
comprising the steps of: 



means coupled to each of the plural agents of 
a managed peripheral device responsive to a 50 
request message from a processing module 
manager for generating data corresponding to 
characteristics of the managed device accord- 
ing to the management protocol of the coupled 
agent; 55 
means for sending the generated data to the 
agent of the managed peripheral device oper- 
ating under the management protocol of the re- 



sending a request message for management 
information data from the one manager to the 
one of the plural agents in the network interface 
means having the same management protocol 
as the requesting manager; 
generating a set of data corresponding to the 
characteristics of the managed device in the 
network interlace responsive to the request 
message; 

converting the set of data to a response mes- 
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sage representing the set of managed device 
characteristic data in the agent having the 
same management protocol as the requesting 
manager; and 

sending the response message to the request- 5 
ing manager via the network. 

18. The method of Claim 17, wherein the processing 
module managerforms a description file of the man- 
aged peripheral device responsive to the response io 
message from the agent having the same manage- 
ment protocol as the requesting manager 

19. In a networked computer system including a plural- 
ity of processing modules and at least one periph- 
eral device, each processing module having a man- 
ager to manage the at least one peripheral device 
and the at least one peripheral device including 
means for interfacing the network and the peripher- 
al device including al least one agent for communi- 20 
eating with the manager of a processing module us- 
ing the peripheral device, a computer usable medi- 
um having computer readable program code means 
embodied therein comprising: 

25 

first computer readable program code means 
for generating control signals to generate a set 
of data corresponding to the characteristics of 
the managed device responsive to a request 
from the manager; 30 
second computer readable program code 
means for generating control signals to convert 
the set of data to a response message repre- 
senting the set of managed device characteris- 
tic data in the at least one agent; 35 
third computer readable program code means 
for generating control signals to convert the set 
of data to a response message representing 
the set of managed device characteristic data 
in the at least one agent; and 40 
fourth computer readable program code means 
for generating control signals to send the re- 
sponse message to the manager via the net- 
work. 

, ■ 45 

20. In a networked computer system including a plural- 
ity of processing modules and at least one periph- 
eral device, each processing module having a man- 
ager to manage the at least one peripheral device 
operating under one of plural management proto- so 
cols and the at least one peripheral device including 
means for interfacing the network and the peripher- 
al device having plural agents associated therewith, 
each agent operating under a different one of the 
predetermined management protocols for commu- 55 
nicating with the managers of the processing mod- 
ules using the peripheral device, a computer usable 
medium having computer readable program code 



;0A2 16 

means embodied therein comprising: 

first computer readable program code means 
for generating control signals to receive a re- 
quest message from a manager by the one of 
the plural agents having the same manage- 
ment protocol as the requesting manager; 
second computer readable program code 
means for generating control signals to gener- 
ate a set of data corresponding to the charac- 
teristics of the managed device in the network 
interface responsive to the request message; 
third computer readable program code means 
for generating control signals to convert the set 
of data to a response message representing 
the set of managed device characteristic data 
in the agent having the same management pro- 
tocol as the requesting manager; and 
fourth computer readable program code means 
for generating control signals to send the re- 
sponse message to the requesting manager via 
the network. 

21 . A network expansion board for connecting a periph- 
eral device to a computer network comprising 
means for controlling communication between a 
processing module and the peripheral unit accord- 
ing to a predetermined protocol and means coupled 
to the control means for generating a set of descrip- 
tive data corresponding to characteristics ..of the 
managed device in response to a request from the 
processing module. 

22. A network expansion board according to Claim 21 , 
wherein said control means is adapted to be able 
to communicate with a number of processing mod- 
ules each using a different management protocol, 
and wherein the descriptive data generated by said 
generating means is sent to the appropriate 
processing module using the corresponding man- 
agement protocol. 

23. A peripheral device having a network expansion 
board according to Claim 21 or 22. 

24. A networked computer system having a number of 
processing modules and a number of peripheral de- 
vices, wherein at least one peripheral device has a 
network expansion board according to Claim 21 or 
22. 
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(54) Apparatus for generating and transferring managed device description file 



(57) In a computer network, processing modules ex- 
change data with a peripheral device using managers 
at the processing module having different management 
protocols and one or more different management proto- 
col agents in a network interface at the managed device. 
Data descriptive of the characteristics of the managed 
device is generated in the network interface in response 
to a request from a processing module manager. The 
generated descriptive data is sent to the requesting 
manager by the agent having the same management 
protocol as the requesting manager and a managed de- 
vice description file is formed from the generated de- 
scriptive data by the processing module manager to 
control the managed device. 



PROCESSrNG MODULE 
MANAGER SMMP 



-r 



PROTOCOL INDEPENDENT 
INTERFACE 


409 





SNMF* AGENT 



MIB 
GENERATOR 



INSTRUMENTATION 
INTERFACE 















MANAGED DEVICE 





FIG. 4 



© 

to 

■»=* 



BNSDCCID: <EP 0751650A3_I_> 



Printed by Jouve, 75001 PARIS (FR) 



EP 0 751 650 A3 



European Patent 
Office 



EUROPEAN SEARCH REPORT 



Application Number 

EP 96 30 4808 



DOCUMENTS CONSIDERED TO BE RELEVANT 



Category 



Citation of document with indication, where appropriate, 
of relevant passages 



S. MAZUNDAR ET AL.: "Design of protocol 

independent management agent to support 

SNMP and CMIP queries" 

INTEGRATED NETWORK MANAGEMENT. THIRD 

INTERNATIONAL SYSMPOSIUM, 

vol. c-12, April 1993. pages 377-388, 

XP002077306 

usa 

* the whole document * 

EP 0 599 706 A (BULL SA) 1 June 1994 

* column 10, line 57 - column 11, line 50 

* figure 2 * 

MOORE B ET AL: "CMIP/SNMP INTEGRATION 
PROTOTYPE" 

PROCEEDINGS OF THE NETWORK OPERATIONS AND 
MANAGEMENT SYMPOSIUM (NOM, KISSIMMEE, FEB. 
14-17, 1994, 

vol. 1, no. SYMP. 4, 14 February 1994, 

pages 257-267, XP000452410 

INSTITUTE OF ELECTRICAL AND ELECTRONICS 

ENGINEERS 

* the whole document * 

REASONER S R: "MANAGEMENT BY PROXY AGENT' 

WESCON TECHNICAL PAPERS , 

vol. 35, 1 November 1991. pages 190-195, 

XP000320534 

* page 190, right-hand column, line 1 - 
page 191, right-hand column, line 10 * 



1-24 



1-24 



The present search report has been drawn up for all claims 



Relevant 
to claim 



-24 



CLASSIFICATION OF THE 
APPLICATION (tm\CL6) 



H04L12/24 



TECHNICAL FIELDS 
SEARCHED (lnt-Cl.6} 



H04L 



Ptace ot search 

THE HAGUE 



Oat* o: completion 01 The ssareh 

11 September 1998 



Sxarnirwr 

Perez Perez, J 



I 

o 

LL. 



CATEGORY OF CITED DOCUMENTS 

X : particularly raiavant if taken alone 

V : particularly relevant it combined with another 

document of the same category 
A : technological background 
O : non-written disclosure 
P : intermediate document 



T : theory or principle underlying the invention 
E : earlier patent document, but pubttehed on. or 

after the filing date 
D : document cited mtfre application 
L : document cited for other reasons 



& : member of the same patent family, corresponding 
document 



BNSDOCID: <EP 075165OA3J_> 



2 



